AMENDATORY SECTION (Amending WSR 01-11-132, filed 5/22/01, effective
6/22/01)

WAC 308-29-010 Definitions. (1) Words and terms used 1in these
rules have the same meaning as each has under chapter 19.16 RCW unless
otherwise clearly provided in these rules, or the context in which
they are used in these rules clearly indicates that they be given some
other meaning.

(2) "Remote work" is the practice of working from home or other
alternative location through the use of technology which allows the
employee to access normal work material (email, telephone, electronic
documents, etc.). Remote work may be scheduled or on an ad hoc basis.

(3) "Branch office" is any location physically separated from the
principal place of business of a licensee where the licensee conducts
any activity meeting the criteria of a collection agency or out-of-
state collection agency as defined in RCW 19.16.100.

((3y)) An emplovee of a licensee shall not be deemed a "collec-
tion agency" or a "branch office" as defined in RCW 19.16.100 (5) (a)
and the employee need not have a license to perform collection activi-
ties on behalf of the collection agency, whether working in the col-
lection agency office, or working remotely.

(4) "Repossession services" conducted by any person shall not be
deemed a collection agency as defined in RCW 19.16.100, unless such
person 1is repossessing or 1is attempting to repossess property for a
third party and 1is authorized to accept cash or any other thing of
value from the debtor in lieu of actual repossession.

((#4¥)) (5) "Managing employee" is an individual who has the gen-
eral power to exercise judgment and discretion in acting on behalf of
the licensee on an overall or partial basis and who does not act in an
inferior capacity under close supervision or direction of a superior
authority (as distinguished from a nonmanaging employee who is told
what to do and has no discretion about what he or she can and cannot
do and who is responsible to an immediate superior).

NEW SECTION

WAC 308-29-085 Remote work requirements. Collection agencies
that allow remote working must ensure that the following requirements
are met:

(1) If the collection agency allows remote working, a record of
which employees have been assigned to working remotely must be main-
tained and kept current.

(2) Remote working employees must comply with all applicable laws
and regulations as outlined in chapters 19.16 and 18.235 RCW and chap-
ter 308-29 WAC.

(3) Collection agencies and their employees must have a written
IT security policy that outlines the security protocols in place safe-
guarding the company and customer data, information and electronic and
physical records, to protect them against unauthorized or accidental
access, use, modification, duplication, destruction or disclosure.
Physical records must be stored and maintained at the business loca-
tion and may not be stored at the remote working location.
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(4) The IT security policy requirements must include provisions
for the remote working employee to access the collection agency's se-
cure system from any out-of-office device the employee uses through
the use of a virtual private network "VPN" or other system that re-
quires passwords, frequent password changes, identification authenti-
cation authorization, multifactor authentication, data encryption,
and/or account lockout implementation. The collection agency 1is re-
sponsible to maintain any updates or other requirements in order to
keep information and devices secure.

(5) Collection agencies must record and monitor all calls initi-
ated or received by their employees while employees are working re-
motely and must maintain copies of these recordings and make them
available for inspection upon request.

(6) All calls must comply with RCW 19.16.250 (13) (c), (18), and
(19) .

(7) Neither the employee nor the collection agency shall conduct
any activity that would indicate or tend to indicate the employee 1is
performing collection agency business from an unlicensed location.
Such acts include, but are not limited to:

(a) Advertising in any form, including business cards and social
media, an unlicensed address or personal telephone or facsimile number
associated to the unlicensed location;

(b) Meeting consumers at, or having consumers come, to an unli-
censed location;

(c) Holding out in any manner, directly or indirectly, by the em-
ployee or collection agency, an address that would suggest or convey
to a consumer that the location is a licensed collection agency or
branch, including receiving official mail directly, or permanently
storing books or records at the remote location.
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